HUONG DAN SU DUNG PHAN MEM
ETHEREAL



Muc luc

1. Gidi thiéu 3
1.1.  Ethereal 1a gi? 3
1.2. Muyc dich sir dung 3
1.3. Tinh niang 3
1.4.  Ethereal dwgc phat im thé nao? 4

2. Cai dit Ethereal 4
2.1.  Cac thanh phin 4
2.2, Cac cong cu 5
2.3.  Cac chirc niing khac 5
2.4. V& chwong trinh WinPCap 5

3.  Giao dién nguwoi dung 5
3.1.  Giéi thi¢u 5
3.2.  Cirasb chinh 6
3.3. Thanh Menu 6
34. Thanh céng cu chinh (Main Toolbar) 7
3.5. Thanh lgc (Filter Toolbar) 7
3.6. O liét ké g6i tin (Packet List Pane) 7
3.7. O chi tiét géi tin (Packet Details Pane) 8
3.8. O ma nhij phén goi tin (Packet Bytes Pane) 8
3.9. Thanh trang thai (Statusbar) 9

4. Thu thap dong dir lieu trong mang (Capturing Live Network Data)............eeueee.. 9
4.1.  Giéi thi¢u 9
4.2, Cac tuy chon (Menu Capture/ Options). 11
4.3. BJ loc 13

5. Lam vigc véi cdc géi tin bit dwgc 13
5.1.  Xem céc géi tin da bit 13
5.2. Loc cac goi tin khi dang xem 14
5.3. Tao cic biéu thirc loc hién thi 15
5.4. Hop thoai cac biéu thirc loc (Filter Expression Dialog box) 16
5.5.  Tim kiém cdc g6i tin 17

6. Phu luc — Phan tich goi tin HTTP. Error! Bookmark not defined.
6.1.  Gioi thi¢u giao thirc HTTP Error! Bookmark not defined.

6.2. Thyc hanh phén tich goéi tin HTTP Error! Bookmark not defined.




1. Gi¢i thiéu

Ethereal
Ethereal 1a phan mém thu thap cac goi tin truyén trén mang, sau d6 thyc hién phéan tich dé
hién thi khuén dang dir liéu cua timg gbi tin dudi dang twong minh nhit c6 thé.
Ethereal c6 thé dugc sir dung nhu mét thiét bi giam sat nhiing gi duoc truyén duong diy mang
- tirc 1a hoat dong giéng nhu mot chiéc Von ké trén duong day dién.
Trudce day, nhitng cong cu nhu vy hodc dit tién hoic doc quyén nhung Ethereal lai 1a phan
mém mi ngudn md phan tich goi tin tot nhat hién nay. Phién ban méi nhat cua Ethereal c6 thé
tai tir website

http://www.ethereal.com/download.html.

Muc dich s dung
e Nguoi quan tri mang khic phuc 18i mang
e Ki su an ninh mang xem xét cac van dé bao mat
e Ngudi phat trién phan tich va g réi hoat dong cia céc giao thirc.
e Nguoi ding nghién ctru ban chat giao thirc mang

Tinh nang
e Duoc cai dit trén hai HDH phd bién 1a UNIX va Windows
e Thu thip ngay lap tirc cic goi tin lan toa dén card mang
e Hién thi cac goi tin v6i nhirng thong tin vé giao thirc chi tiét
e (6 thé luu giir dir liéu thu thap dugc vao file dé sau nay sir dung lai
e Loc g6i tin theo nhiéu tiéu chuin
e Tim kiém géi tin theo nhiéu tiéu chun
e Hién thj mau séc cac g6i tin dya trén co ché loc (dé nhin 6 hon)
e Tao nhiéu thong ké khac nhau

Hinh sau biéu dién cac goéi tin Ethereal da dugc thu thap va sin sang dé phan tich.



C test.cap - Ethereal

| File Edt View Go Capture Analyze Statistics Help

SEgea PEx@E ResDTFE BERAQ
‘»E‘teﬂrl v 4p Expression... ‘YuClear W Apply

Protocol  Info

Time:
""" 192.168.0.2 T S AR P wWho _has 192 27 _Gratuitous
2 0.299139 152.168.0.1 192.168. 0 2 Name query NBSTAT *<00><00><00><1

No. -

4 0.726445  192.168.0.2 224.0.0.22 IGMP V3 Membership Report
1152.168.0.2 '239,255.255.250 SSDP M-SEARCH * HTTP/1.1
. 1%2.168.0.1 192.168.0.2 SSDP  HTTP/1.1 2000K .
192.168.0.2 192.168.0.255 NENS  Registration NB NB10061D<00>

> http [SYN] Seq=0 Ack=0 Uﬂ'l

2.168.0.
%on rco A4 ‘aas ace A 3

<

# Frame 1 (42 bytes on wire, 42 bytes captured)
# Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
i+ Address Resolution Protocol (request/gratuitous ARP)

000 Tf ff ff ff ff ff 00 Ob S5d 20 cd 02 08 06 00 01  ........ ] ......
010 08 00 06 04 00 01 00 Ob 5d 20 cd 02 cO a8 00 02 ....eues
020 00 00 00 00 00 00 cO a8 00 02  seeseens e

[File: "o —— — \test.cap” 14 KB 00:00:02 |P: 120D: 120 M: 0

Ethereal dwoc phat 4m thé nao?
Ethereal c6 thé dugc phat am theo 3 cach:
e E’thereal: trong 4m ¢ ‘the’ (xem thém tir dién Anh-Viét)
e Ether-real
e E-the-real
Ban c6 thé phat 4m theo cach riéng ctia minh, mién 1a ban cam thiy thoai mai. Ethereal User’s
Guide dua ra cach phat &m chinh thuec 1a: “e-the-real”.

2. Cai dat Ethereal
File cai dit chuong trinh cai dit Ethereal (File Ethereal-setup-x.y.z.exe) c6 thé dugc tai vé tir
trang: http://www.Ethereal.com/download.html#releases

Cdc thanh phan
e Ethereal GTK 1 hoic 2: chuong trinh d6 hoa phan tich giao thirc mang (Ethereal
GTK2 duoc khuyén nghi vi str dung bo cong cu hién dai GTK2 GUI)



o GTK-Wimp: gia lap GTK2 windows
e Tethereal: chuong trinh phén tich giao thirc mang dya trén dong 1énh

Cac céng cu
e Editcap: chuong trinh doc file dir li¢u da thu thdp va ghi mdt sb chon loc (hoac tat cd)
cac goi tin sang mat file dir liéu khac.
e Text2Pcap: chuong trinh doc ma ASCII va ghi dir liéu vao mét file.
e Mergecap: chuong trinh két hop nhiéu file dit liéu thinh mét file duy nhat.
e Capinfos: chuong trinh cung cip thong tin vé cac file dir ligu.

Cac chirc nang khac
e Start Menu ShortCuts: thém shortcuts vao Start Menu

¢ Desktop Icon: thém biéu tugng Ethereal vio man hinh Desktop
e Quick Launch Icon: thém biéu tuong Ethereal vao thanh Explorer Quick launch

Chwong trinh WinPCap
WinPCap 14 chuwong trinh ding dé thu thap tirc thi cac ludng dit liéu trong mang. Néu chua cai
dit WinPcap, ban chi c6 thé sir dung Ethereal dé m¢ cac file thu thap dir liéu c6 sin. Vi vy,
Ethereal va WinPcap thuong dugc cai dat cung nhau.
Tuy nhién, ké tur phién ban Ethereal 0.10.12, by cai WinPcap da dugc tich hop vao bd cai
Ethereal nén ban khong can phai tai vé va cai dit hai géi phin mém riéng biét nira

Thong tin thém vé WinPcap:

e  http://wiki.Ethereal.com/WinPcap

e http:/www.winpcap.org

3. Giao dién ngwei dung

Gidi thiéu
Sau khi cai dit thanh cong, ching ta bat dau nghién ciru giao dién ciing nhu cach sir dung cua
chuong trinh Ethreal :

e Giao dién ngudi dung Ethereal

e Cach bét cac géi tin

e (Cach xem céac goi tin

e Cach loc goi tin



Ctra s6 chinh
Cira s6 chinh cua Ethereal ciing gidng nhu trong céc chuong trinh méy tinh khac. Duéi day 1a
giao dién ma nguoi dung thudng gip sau khi céc gbi tin dugc bét va hién thi:

@ test.cap - Fthereal ’Z‘@‘E[

File Edit Yiew Go Capture Analyze Statistics Help

SEgiee A xS ResnTE BE QQ
@E‘h’:’lr | b Expression.. ‘ogear o Apply

Info

No. - Time: Source Destination Protocol

| |

""" 152, 0.2 Broadcast ARP 2. 168.0.27 Gratuitous
2 0.2991339 192.168.0.1 192.168.0.2 NENS Nan: qu:ry NBSTAT *<00><00><00><!

4 0.726445  192.168.0.2 224.0.0.22 IGMP V3 Membership Report
6 0.004286  192.168.0.2 239.255.255.250 SSDP M-SEARCH * HTTP/1.1

- 8 0.0042659  192.168.0.1  192.168.0.2 SSDP  HTTP/1.1 2000K
9 0.026985 192.168.0.2 152.168.0.255 NENS Registration NB NBlOOGlD<OD>

192,168, TCP 3196 > http [SYN] seqw Ack-o Wi
192.168.0 TCP = 6 [ AC
192, Iﬁa TCP

15 0,001858  192.168.0. 152 lus.o.z TCR  http > 3196 [ACK] Seq=1 Ack=256 }

192.168.0.1 2. . TCP 1025 > 5000 [SYN] Segq=0 Ack=0 wi)
152,168.0.2 TCP. 5000 > 1025 [SYN. ACK] seq=0 Ack: ,

4a A Aniven 18> ace a4 aas aze A uTTe urTro/ A San

< J >

# Frame 1 (42 bytes on wire, 42 bytes captured)
# Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# Address Resolution Protocol (request/gratuitous ARP)

0000 T Tt Tf T Tf T 00 Ob 5d 20 cd 02 08 06 00 01 ........ Yon vwsis

0010 08 00 06 04 00 01 00 Ob 5d 20 cd 02 cO a8 00 02 ........ ]l ceeeie

0020 00 00 00 OO0 0O OO0 CO a8 00 02  sesenens os

|Fie: T m———— ey \ cap” 14 KB 00;00:02 [P: 120D: 120 M: 0

Figure 1 — Giao di¢n téng quat ciia chwong trinh
B& cuc ctia ctra s6 chinh c6 thé dugc chinh lai bang cach thiét lap Preference.

Thanh Menu

@ The Ethereal Network Analyzer

File Edit View Capture Analyze Help

e File: chua cac 1énh md hay Kkét hop céc file dir liéu thu thap, 1énh luu/ in/ két xuit toan
bd hodc mot phan file dir liu thu thap, 1énh dong chuong trinh Ethereal.

e Edit: chira c4c 1énh tim g6i tin, tham chiéu thoi gian hodc danh diu mot hay nhidu géi
tin, thiét 1ap céc ty chon.

e View: chtra 1énh diéu khién viéc hién thi dit liéu thu duoc, bao gém viéc t0 mau cac goi
tin, phong to ¢& font, biéu dién goi tin trong cira s riéng, md rong hodc thu hep ciy chi
tiét géi tin. ..



e Capture: chira 1énh bét dau hodc két thuc viéc thu thap cac goi tin va 1énh hi¢u chinh bd
loc.

e Analyze: chira cic 1énh thao tac trén bo loc hién thi, cho phép hodc khéng cho phép
phan tich chi tiét cac giao thirc, dinh cdu hinh bo giai ma cho ngudi ding va “lan” theo
vét ciia mot ludng TCP.

e Statistics: chira cac 1énh hién thi cic két qua thong ké khac nhau, bao gdm bang tom tat
clia cac goi tin da dugce bit, hién thi cAu triic phan ting céc giao thic.

e Help: gitp d& nguoi dung st dung cac chlic ndng co ban, xem danh sach cac giao thiic
duoc hd tro, cac trang hudng dan, cic trang web, va hop thoai About nhu thuong 8.

Thanh céng cu chinh (Main Toolbar)
Thanh cong cu chinh ¢6 céc nit 1énh gitip ngudi sir dung nhanh chéng ra céc 1énh can thiét

BEdee PR e Rer+»DFL EBE QAQ

Thanh loc (Filter Toolbar)
Thanh cong cu loc cung ca‘ip cac thao téc truc tiép trén bd loc hién thi dang dugc sir dung.
IEEII:«: | v + Expression... bglear V Apply

O liét ké goi tin (Packet List Pane)

No. - Time: Source Destination Protocol  Info A
1 0.000000 152.168.0.2 Broadcast ARP who _has 152.168.0.27 _Gratuitous
2 0.299133 192.168.0.1 192.168.0.2 NENS Name query NBSTAT *<00><00><00><I
4 0.726445 192.168.0.2 224.0.0.22 IGMP V3 Membership Report
6 0.004286 192.168.0.2 239.255.255.250 SSDP M-SEARCH * HTTP/1.1
8 0.004269 192.168.0.1 192.168.0.2 SSDP HTTP/1.1 200 OK
9 0.026985 192.168.0.2 192.168.0.255 NENS Registration NB NB10061D<00>
11 0.114211 192.168.0.2 192.168.0.1 TCP 319¢ > http [SYN] Seq=0 Ack=0 Wil
12 0.001126 192.168.0.1 192.168.0.2 TCP http > 3196 [SYN, ACK] Seg=0 Ack:
13 0.000043 192.168.0.2 192.168.0.1 TCP 3196 > http [ACK] Seg=1 Ack=1 Wil
14 0.000126 192.168.0.2 192.168.0.1 HTTP SUBSCRIBE /fupnp/service/Layer3Fol
15 0.001858 192.168.0.1 192.168.0.2 TCP http > 3196 [ACK] Seg=1 Ack=256\
17 0.015934 192.168.0.1 192.168.0.2 TCP 1025 > 5000 [SYN] Seq=0 Ack=0 wi|
18 0.000036 192.168.0.2 192.168.0.1 TCP 5000 > 1025 [SYN, ACK] Seq=0 Ack: <
1@ n An1ven  1a> 16e n a0 160 n o urro uTTe /1 A ann ov

< >

O liét ké goi tin hién thi tom tit vé mdi gbi tin bat dugc.

Mbi dong trong danh sach g véi mot géi tin trong file dir lidu thu thap. Néu chon mét dong
trong 6 ndy, 6 Packet Details va Packet Bytes s& hién thi thong tin chi tiét vé géi tin twong ng.
Khi phén tich mét géi tin, Ethereal s& 1iy thong tin tir bo phan tich giao thirc va dit vao cac
cot. Vi thong tin vé giao thirc ¢ ting cao s& ghi d¢ 1én thong tin cua giao thirc & ting thap nén
ban sé& chi nhin thiy thong tin giao thirc ting cao nhét c6 thé.

Vi dy, gia sir mot géi tin TCP nam bén trong géi tin IP, goi tin IP lai ndm bén trong frame
Ethernet. B phan tich Ethernet ghi dir liéu ciia minh (chang han dia chi card mang), sau d6 bo



phén tich IP ghi de b’fmg dir liéu IP (vi du dia chi IP), va cubi cung bd phan tich TCP sé& ghi de
1én thong tin vé IP..

C6 rat nhidu cot thong tin khac nhau va c6 thé chon hién thi c6t nao bang cach thiét 1ap tuy
chon (Preference settings).

The default columns will show:

e No. The number of the packet in the capture file. This number won't change, even if a display
filter is used.

e Time The timestamp of the packet. The presentation format of this timestamp can be changed,
see Section 6.9, “Time display formats and time references”.

e Source The address where this packet is coming from.

o Destination The address where this packet is going to.

e Protocol The protocol name in a short (perhaps abbreviated) version.

o Info Additional information about the packet content

O chi tiét goi tin (Packet Details Pane)

# Frame 1 (42 bytes on wire, 42 bytes captured)
& Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# Address Resolution Protocol (request/gratuitous ARP)

O chi tiét goi tin hién thi chi tiét goi tin dugc chon ¢ 6 liét ké goi tin.
Giao thirc va cac truong cua goi tin duoc biéu dién dudi dang cdy, co thé dé dang mé& rong
hodc thu gon lai.

Some protocol fields are specially displayed.

o Generated fields Ethereal itself will generate additional protocol fields which are surrounded
by brackets. The information in these fields is derived from the known context to other packets
in the capture file. For example, Ethereal is doing a sequence/acknowledge analysis of each
TCP stream, which is displayed in the [SEQ/ACK analysis] fields of the TCP protocol.

o Links If Ethereal detected a relationship to another packet in the capture file, it will generate a
link to that packet. Links are underlined and displayed in blue. If double-clicked, Ethereal
jumps to the corresponding packet

O ma nhj phan géi tin (Packet Bytes Pane)

0000 Tf TT Tf Tf T 1f 00 0b 5d 20 cd 02 08 06 00 01  ........ | PRE——
0010 08 00 06 04 00 01 00 Ob 5d 20 cd 02 CO @8 00 02  wueuen.s [
020 00 00 00 00 00 00 €O @8 00 02  eevavens s

O ma nhi phéan hién thi dir liéu biéu dién dudi dang co s6 16 clia géi tin duge chon (14 goi tin
dugc chon trong 6 gbi tin chi tiét).



Cot bén trai ghi vi tri twong ddi (offset) cua dir ligu trong goi tin, cdt ¢ gitta 1a dir liéu duoc
biéu dién dudi dang co sé 16 va cot bén phai 1a ki tw ASCII twong tng (hodc dau chdm (°.”)
néu ki ty khong hién thi dugc).

Tay thude vao dir liéu géi tin, d6i khi 6 nay chira nhiéu trang, chiang han nhu khi Ethereal rap
nhiéu géi tin lai thanh mot khdi dit liéu duy nhét. Trong truong hop nay, mot vai tab s& xuat

hién & day cua 6 dé co the lya chon cac trang can xem.

0000 08 00 06 ab 04 53 08 00 06 6b 7T bd 08 00 45 00 eseseSes oKeoooEs ~
0010 01 48 33 c7 00 00 1e 11 dd 51 bc a8 08 Da bc a8 sH3..... . Qeeenes
0020 09 32 41 af 07 04 01 34 00 b4 04 00 2e 00 10 00 e2Rceeed tiennnnn
0030 00 00 00 00 a0 de 97 6c dl 11 82 71 00 57 80 0  ....... 1 ceaquW.. v

Frame (342 bytes) | Reassembled DCE/RPC (1604 bytes) |

Thanh trang thai (Statusbar)
Thanh trang thai biéu dién mot sb thong tin thém vé trang thai hién tai ctia chuong trinh va cac
dir liéu thu thap dugc. Thong thudng phan bén trai s& hién thi thong tin lién quan dén ngit canh

(tén, kich thudc cua file dir liéu thu thap, thoi gian thyc hién thu thap), trong khi phan bén phai
hién thi s6 lwong géi tin hién da thu thap dugc.
Céc chu thich viét tat:

e P:sb g0i tin bit duoc
e D:s6 géi tin dang duoc hién thi
e M: sb goi tin dugc danh dau
[File: test.cap 14 KB 00:00:02 [P:120D: 120m: 0

4. Thu thap tire thi dir liéu trong mang

4.1 Gioi thiéu
Thu thap tic thi dit liéu trong mang 12 mdt trong nhitng tinh ning chu yéu cua Ethereal.

Ethereal cung cip cac chirc ning sau:

Thu thap thong tin tir cac kiéu kién tric phan cling mang khac nhau (Ethernet, Token
Ring, ATM,...).

Chim dut viéc thu thap thong tin khi mot trong sb céc chi tiéu sau dat duoc: do 16n dir
liéu thu thap, thoi gian thu thap hay tong sb géi tin bat dugc.

Hién thi cac gbi tin d3 dugc phan tich trong khi vin tiép tuc thu thap thong tin.

Loc goi tin, giam d 16n cta dir li¢u.

Ghi ra nhiéu file khac nhau. C6 thé lya chon dé ghi di liéu thu duoc 14n lugt va theo thir
tw xoay tron vao cac file va giir lai x file cudi cing. Diéu nay cuc ky cé ich khi can thu
thap dir li¢u trong thoi gian dai.



Tuy nhién, cac tinh ning sau chua c6 trong Ethereal:

e Bit thong tin dong thoi tir nhiéu card mang khac nhau (tuy nhién, cé thé chay nhiéu
chuong trinh Ethereal (mg véi cac card mang khac nhau cing lac va sau d6 két hop —
cac file dir liéu dugc thu thap lai).

e Cham dit viéc bat thong tin (hay thyc hién mot hanh dong nao d6) dwa trén dir liéu duoc
thu thap.

Cac thao tac thyc hién viéc thu thap dir li¢u (khoi dong/ dung/ khoi dong lai) duge chon tir
menu Capture trén thanh Menu.

4.2. Start Capturing

Dé thu thap géi tin trong Ethereal, ching ta c6 thé sir dung mét trong cc phwong thirc sau:

. N}lén vao biéu tugng a trén thanh cong cu. Qua trinh thu thap c6 thé dugc khai tao sau khi
bam vao nut "Capture" trong hop hdi thoai.

o Nhin vio biéu tuong H trén thanh cong cu dé dat cac tham sd tuy chon.

« Néu da dat hét cac tham s, c6 thé 4n vao nat & trén thanh cong cu dé bit dau qua trinh thu
thap..

o Néu biét duoc tén cua card mang dugc , ban c6 thé khoi tao Ethereal bang cach déanh 1énh
ethereal -i ethO -k

Lénh nay khoi tao chuong trinh Ethereal thu thap céc géi tin dén dugc card ethO.
4.3. Hop héi thoai "Capture Interfaces”

Khi chon "Interfaces..." tr menu Capture, xuét hién hop hdi thoai "Capture Interfaces" nhu minh hoa
trén Hinh ??.

(@ Ethereal: Capture Interfaces

Description P Packets Packetsis

Generic dialup adapter [Capture ] [ Prepare ] [ Details ]

Intel 8255x-based Integrated Fast Ethernet (Microsoft's Packet Scheduler) 1000198 1133 116 | Capture | [ Prepare | | Detais |

Close

Description HDH sé& cung cép cac tham s6 chi tiét cho card mang nay.

IP La dia chi IP img v6i card mang. Néu khong xac dinh dugc dia chi IP (ching han do khong c6
DHCP server) thi s€ 1a unknown. Néu may tinh c6 hai dia chi IP, thi chi mdt trong hai dia chi dugc
hién thi (nhung khéng xé4c dinh dugc 1a dia chi nao).

10



Packets S6 lugng cac packet bt dugc ké tir khi mo Hop hoi thoai.

Packets/s S6 lugng packet bit dugc trong gidy cudi ciing.

Stop Dung qua trinh thu thap.

Capture Bit ddu qué trinh thu thap véi cau hinh tir 1dn thu thap trudc.
Prepare : Md hop hoi thoai Capture Options trén card mang dugc lya chon.
Close Dong hop hoi thoai.

4.2 Cac tuy chon (Menu Capture/ Options).
Khi khoi dong viée bat dir lidu, Ethereal c6 thé s& hién thi mdt hop thoai tily chon (Capture
Options). Néu khong chic vé mét tuy chon nao do, hiy dé ché do mic dinh. Trong nhiéu
truong hop diéu d6 sé khong anh hudng nhiéu dén két qua hién thi.
@ Ethereal: Capture Options E”E’EI

[ Capture

Interface: tReaItek RTL8139/810x Family Fast Ethernet NIC § 1Device\,NPF_~‘;B

1P address: 1Smm=———un

: il
]Buffer size: |1 J: megabyte(s)
Capture packets in promiscuous mode

[ Limit each packet to i 1 bytes

| -

Capture File(s) Display Options

File: ! Update list of packets in real time

[[] use multiple files

Automatic scrolling in live capture

7 \ | Hide capture info dialog
“ MName Resolution
\

Enable MAC name resolution

Stop Capture ...
L] . after ‘ Enable network name resclution
[ ... after \ I
[ ... after (1 i<l . 1 Enable transport name resolution
rEEE
Khung Capture:

e Interface: chon card mang ban sir dung.
e [P address: dia chi IP tng vdi card mang.

11



Link-layer header type: Trong nhiéu truong hop hiy dé mic dinh.

Buffer size: Nhap kich ¢& by dém st dung khi bat dix liéu.

Capture packets in promiscuous mode: Tét ché d6 nay néu ban chi mu6n bét cac dir lidu
dén hodc di tir may tinh cia ban.

Limit each packet to n bytes: Kich ¢& dit liéu 16n nhit cia mdi géi tin.

Capture Filter: thiét 1ap bo loc.

Khung Caputure File(s)

File: tén file dugc sir dung dé ghi lai dit liéu thu thap.

Use multiple files: Thay vi ding mét file duy nhat, Ethereal sé tu dong chuyén sang
file m&i néu mot didu kién nao d6 duge thoa man.

Next file every n megabyte(s): Chuyén sang file méi sau khi thu thap duoc
byte(s)/kilobyte(s)/megabyte(s)/gigabyte(s) nao do.

Next file every n minute(s): Chuyén sang file méi sau mdi khoang thoi gian 13 mot giay/
phut/ gid/ ngay nao do.

Ring buffer with n files: Tao mdt vong 1an luot cac file dit liéu thu thap, sau khi da ghi
vao file cudi ciing s& quay lai ghi dé vao file dAu tién.

Stop capture after n file(s): Dimg viéc bat dir liéu sau khi da ghi du vao n file.

Khung Stop Capture :

...after n packet(s): Ngimg viéc bét dir liéu sau khi da thu thap dugc mot sé lugng nao
do6 cac goi tin.

...after n megabyte(s): Ngimg viéc bat dir liéu sau khi da thu thap dwoc mot sé luong
nao do dir liéu.

...after n minute(s): Ngimg viéc thu thap dit liéu sau mot sé gidy/ phat/ gid/ ngdy.

Display Options Frame:

Update list of packets in real time: Yéu cau Ethereal cap nhat 6 liét ké géi tin trong thoi
gian thyc. Néu khong c6 lya chon nay, Ethereal s& chi hién thi cac goi tin sau khi
ngung qua trinh thu thap dir lidu.

Automatic scrolling in live capture: Tuy chon nay cho phép Ethereal cudn 6 liét ké goi
tin khi c6 thém géi tin méi, dé nguoi sir dung luon ludn nhin thay géi tin méi nhat.

Hide capture info dialog: Néu duoc chon, hop thoai hién thi thong tin thu thao dir liéu s&
dugc an di.

Name Resolution Frame:

Enable MAC name resolution: Gidi ma dia chi MAC trong qua trinh thu thép.
Enable network name resolution: Gidi ma dia chi mang trong qua trinh thu théap.
Enable transport name resolution: Giai ma dia chi ting giao van trong qua trinh thu thap.
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4.5 B6 loc

C6 thé dién biéu thic loc vao trudng Filter ctia hop thoai Capture Options. Biéu thirc c6 thé

dugc xem 13 t6 hop cia céc biéu thirc nguyén thiy (primitive) két nbi v6i nhau theo cac phép
toan AND OR hodc NOT.
Khuon dang tong quét ctia biéu thirc: [not] primitive [and|or [not] primitive ...]

Vi dy 1: Bat thong tin ing dung telnet dén hogc di tir mgt host cu thé nao do:

tep port 23 and host 10.0.0.5

Vi dy 2: Bit thong tin telnet khong xuét phat tir dia chi IP 10.0.05:

tcp port 23 and not host 10.0.0.5

Duéi day 1a cac biéu thirc nguyén thuy thuong duoc sir dung:

[src|dst] host <host>: loc dua trén té€n hoac dia chi IP cia may tinh. Néu c6 thém tur
khoa src (hodc dst) thi chiing ta chi liy nhiing géi tin c6 dia chi giri (hodc dia chi nhan)
1a host. Néu khong c6 hai tir khéa nay, hé thong s& thu giir tit ca goi tin c6 dia chi gui
hodc nhan la host.

ether [src|dst] host <ehost>: loc dua trén dia chi cia Ethernet host. Tt khoa src va dst
gidng nhur trén.

gateway host <host>: loc cac goi tin st dung host nhu mgt gateway (router). C6 nghia
la dia chi Ethernet 14 dia chi ctia host nhung dia chi IP khong phai 1a dia chi ctia host.
[src|dst] net <net> [{mask <mask>}|{len <len>}] Loc theo dia chi subnet cia mang.
Tt khoa src hoac dst chi ra réng chi can léy g6i tin gui tir (hodc dén) mot mang cu thé
nao dé. C6 thé ban phai chi ra mit na mang hodc tién t6 CIDR trong trudng hop ban dia
chi subnet khac subnet trén may tinh cai Ethereal.

[tepludp] [src|dst] port <port>: loc theo cong cia TCP va UDP.

less|greater <length>: loc cac goi tin theo mdt do dai cho trudec.

iplether proto <protocol>: loc dua trén cac giao thicc cho trudce thudc ting Ethernet
hoic tang IP.

5. Lam viéc v&i cac géi tin bat dwoc

5.1 Xem céc géi tin da bat

Sau khi ban da bat dugc mot s6 goi tin, hay khi mé file dir liéu thu thap, ching ta c6 thé chon
va xem timg goi tin dugc hién thi trong 6 liét ké cic goi tin bang cach nhan chudt vao. Chi tiét

vé g6i tin s& hién thi & cac 6 phia dudi — theo dang cdy va dang nhi phan. C6 thé md rong cay

hién thi géi tin bang cach 4n vao déu (+), khi d6 cac thong tin chi tiét hon vé giao thic s& hién

ra trén man hinh.
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) test.cap - Ethereal

| File Edit View Go Capture Analyze Statistics Help

SEdoa cExRE ReswTF e EEQAQ

‘ @Eﬂter: I

+ dhporesson.. Yges ¥ aoply

<

No. - Time Destination
19 0.001780 '192.168.0.2
20 0.000114 192.168.0.1
21 0.000525 192.168.0.2
22 0.000032 192.168.0.1
23 0.001026 192.168,0.1 192.168.0.2
24 0.000958  192.168.0.1 192.168.0.2
25 0.000457  192.168.0.2 192.168.0.1
26 0.001179  192.168.0.1 192.168.0.2

Protocol  Info &
HTTP HTTP/1.0 200 OK

TCP. 3196 > http [FIN, ACK] Seq=256 A
TCP http > 3196 [FIN, ACK] Seq=114 A
TCP 3196 > http [ACK] Seq=257 Ack=11!
TCP 1025 » 5000 [ACK] Seg=1 Ack=1 Wi
TCP http > 3196 [FIN, ACK] Seq=26611
TCP 3197 > http [SYN] Seq=0 Ack=0 wi|
TCP http > 3197 [SYN, ACK] Seq=0 Ack: v

>

i+ Frame 36 (60 bytes on wire,

60 bytes captured)

# Ethernet II, Src: Netgear_2d:75:9a (00:09:5b:2d:75:9a),
# Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst:
= Transmission Control Protocol, Src Port:
Source port: http (80)
Destination port: 3197 (3197)
Sequence number: 20 (relative sequence number)
190

Acknowl edgement number:
Header length: 20 bytes
# Flags: 0x0011 (FIN, ACK)

(relative ack number)

window size: 3072
Checksum: 0x33ca [correct]
[SEQ/ACK analysis]

http (80), Dst Port:

Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
192.168.0.2 (192.168.0.2)
3197 (3197), Seq: 20, Ack: 130, Len: 0

000
010
020
030

Ob 5d 20 cd 02 00 09
28 00 84 00 00 40 06
02 00 50 Oc 7d 00 00
00 93 ca 00 00 00 00

Sb 2d 75 %a 08 00 45 00
T8 f8 co a8 00 01 cO as
68 14 B 50 11
00 0o

00 00

ﬁckrwledoement number (tcp.ack), 4 bytes

[P:120D: 120 M: 0

Ngoai ra, ban c6 thé xem g6i tin trong timg cira sé riéng. Didu nay cho phép ban d& dang so

sanh hai hay nhiéu céc goéi tin. D& xem nhu vay, nhan chudt phai vao géi tin va chon Show

Packet in New Window.

361.274987 192.168.0.1 192.168.0.2 TCP http > 3197 [FIN,

Frame 36 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:09:5b:2d:?5:9a, Dst:
Internet Protocol, Src Addr:

BB E

Src Port: http

00:0b:5d:20:cd:02
192.168.0.1 (192.168.0.1), Dst Addr:

(80), Dst Port:

ACK] Seq=20 Ack-190 Win-3072 Len-0 (2 |[B](X]

192.168.0.2 (192.168.0.2)

3197 (3197), Seq: 20, Ack:

Ob 5d 20 cd 02 00
28 00 84 00 00 40
1]

75 9a 08 00 45 00
c0 as

Loc cac goi tin khi dang xem

B9 loc hién thi cho phép ban tip trung vao nhimng goéi tin ban quan tim va 4n di cic géi tin

khéc. Ban c6 thé chon cac g0i tin dya trén:
e Giao thic
e Su xuét hién mot truong
e (Gia tri cua truong
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e So sanh giira cac truong
e ... vanhiéu hon thé!

)

(@ test.cap - Ethereal

| File Edit View Go Capture Analyze Statistics Help

SBEGea cRAxRE ReswTF I HE QQ

‘ @Elter: Itcp 4 '.‘gxpression... bgear o apply

No.. | Time Source Destination Protocol  Info e
11 1.226156 192.168.0.2 192.168.0.1 TCP 3196 > http [SYN] Seq=0 Ack=0 Wi
12 0.001126  192.168.0.1 192.168.0.2 TCP http > 3196 [SYN, ACK] Seq=0 Ack:
13 0.000043  192.168.0.2 '192.168.0.1 TCP 3196 > http [ACK] Seg=1 Ack=1 Wil
14 0.000126  192.168.0.2 192.168.0.1 HTTF SUBSCRIBE /fupnp/service/Layer3Fol
15 0.001858  192.168.0.1 192.168.0.2 TCP http > 3196 [ACK] Seq=1 ACk=256 )\

0,015934 192.168.0.1 192.168,0,2 P 1025 > 5000 [SYN] Seq=0 Ack=0 Wi)
18 0.000036 o 192.168.0.1 AL S000 > 1025 [SYN, ACK] 5eq=0 ACk:
19 0.001780 152.168.0.2 HTTP HTTP/1.0 200 OK
20 0.000114 192.168.0.1 TCP. 3196 > http [FIN, ACK] Seq=256 A
21 0.000525 192.168.0.2 TCP http > 3196 [FIN, ACK] seg=114 A

0.000032 ’192 15! 0.1 3196 > seq-zs7 ACk=11!

23 0.001026 . ¢ 025 > q=1 Ack=1 Wi

24 0.000958 0.: f192.16§.0. TCP http > ‘319& [EIN. N:K] Seq=26611

25 0.000497  192.168.0.2 192.168.0.1 TCP 3187 > http [SYN] Seq=0 Ack=0 wii

26 0.001179  192.168.0.1 '192.168.0.2 TCP http > 3197 [SYN, ACK] Seq=0 Ack: v
< | >

# Frame 23 (60 bytes on wire, 60 bytes captured)
# Ethernet II, Src: Netgear_2d:75:9a (00:0%:5b:2d:75:%a), Dst: 192.168.0.2 (00:0b:S5d:20:cd:02)
# Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2)

ssion Control Protocol, Src Port: 1025 (1025), DSt Port: 5000 (5000), Seq:

000 00 Ob 5d 20 cd 02 00 09 ©5b 2d 75 9a 08 00 45 00
010 00 28 00 7c 00 00 40 D 9 00 CIJ as 00 01 cO a8

|Transmission Control Protocol {tcp), 20 bytes [P:120D: 103 M: 0

Ban ciing c6 thé loc trén nhiéu truong khac nira béng cach chon hgp thoai Add Expression...
Chang han, dé thu hep danh sach géi tin thanh nhimng g6i tin di hodc dén dia chi IP 192.168.0.1,
ta dung biéu dién ip.addr == 192.168.0.1.

Tao céc biéu thiee loc hién thi

Ethereal cung cip ngon ngir loc hién thi don gian nhung rat hi¢u qua. Ban c6 thé so sanh gia
tri giita cac géi tin cling nhu két hop cac biéu thirc thanh nhimg phép loc phirc tap. Cac bang
sau cung cap nhiéu thong tin dé ban sir dung.

15



Bang cac toan tir so sanh:

Viét tit tiéng Anh Cu phap cia C M0 ta va vidu
Equal
eq == )
ip.addr==10.0.0.5
Not equal
ne I= .
ip.addr!=10.0.0.5
Greater than
gt =
frame.pkt len > 10
Less than
It <
frame.pkt len <128
- Greater than or equal to
e =
g frame.pkt len ge 0x100
1 - Less than or equal to
e =
frame.pkt_len <= 0x20
Kiéu Vidu

ip.len le 1500 (co s6 10)
S6 nguyén duong (8-bit, 16-bit, 24- | ip.len le 02734 (co sb 8)
bit, 32-bit) ip.len le 0x436 (co sb 16)

S6 nguyén c6 dau (8-bit, 16-bit, 24-

bit, 32-bit)
Boolean tcp.‘ffags;syn = = true chi khi co SYN duogc bat
trong ti€u dé TCP.
Ethernet address (6 bytes) eth.addr == ff:{f: ff: ff: ff: ff
IPv4 address ip.addr ==192.168.0.1

Hép thoai céc biéu thirc loc (Filter Expression Dialog box)

Khi ban da quen véi hé théng loc cua Ethereal va biét duge nhin nao ban can dung thi viéc
tao mot chudi biéu thirc loc 1a rat don gian. Tuy nhién néu ban méi lam quen véi Ethereal
hodc ban phai lam viéc véi mét giao thue hoi la nao d6, ban c6 thé s& gap kho khan. Hop thoai
biéu thirc loc (Filter Expression dialog box) s& gitip ban trong truong hop nay.
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@ Ethereal: Filter Expression

Field name Relation

SFFeALL epresent |

+ 802.11 MGT ==

# 802.11 Radiotap |=
AALL >

AAL3J4 <

AARP e

ACAP <=

ACN contains

ACSE matches

AFP

AFS (RX)

AH

AIM

AIM Administration

AIM Advertisements R AT A S Rl

AIM BOS v |

[ P ][ Xgancel]

B e B

I

I+

-2

e Field name: Liét ké cac truong giao thirc trong cay.

e Relation: Chon quan h¢ ban mong mudn. Quan hé is present 1a true néu truong ban
chon c6 trong géi tin. Cac quan h¢ khac can thém dir lidu gia tri (Value).

e Value: Dién gi4 tri thich hop cho biéu thirc.

o Predefined values: Mot sb truong giao thirc da dinh nghia sin cac gia tri. Ban chi viéc
chon mot trong s6 cac gia tri do.

Tim kiém cdc goi tin

Ban c6 thé d& dang tim kiém céc géi tin bang cach chon Find Packet... trong menu Edit.
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@ Ethereal: Find Packet B@@

Find
By: () Display filter () Hex value ) String

@s-)

Search In String Options Direction
O Up
@ Down

Find X Cancel

e Display filter: Dién chudi loc hién thi. Vi du dé tim thu tuc bét tay (handshaking) tir
host 192.168.0.1, sir dung chudi sau: ip.addr = = 192.168.0.1 and tcp.flags.syn.

e Hex Value: Tim mot chudi byte nao d6 trong dir liu géi tin. Vi dy, dung “00:00” dé tim
g6i tin tiép theo chira hai byte khong.

e String: Tim mét chudi trong dit liéu géi tin, voi nhiéu tity chon khac nhau.
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